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Status of this Memo

This document is an Internet-Draft and is in full conformance with alligioms of Section 10 or RFC 202@ternet-
Drafts are wrking documents of the Internet Engineeriragk Force (IETF), its areas, and itovking groups.Note that
other groups may also distute working documents as Internet-Drafts.

Internet-Drafts are draft documentslid for a maximum of six months and may be updated, replaced, or obsoleted by
other documents at griime. Itis inappropriate to use Internet-Drafts as reference material or to cite them other than as
‘'work in progress’.

The list of current Internet-Drafts can be accessed at http:/ietfrarg/ietf/1lid-abstracts.txt

The list of Internet-Draft ShadoDirectories can be accessed at http://wietfvorg/shadev.html

To learn the current status ofyaimternet-Draft, please check the Directories on ftp.is.co.za (Africa), nic.nordu.net (Eu-
rope), munnari.oz.au @eific Rim), ftp.ietf.og (US East Coast), or ftp.isi.edu (USL8¥ Coast).

Abstract

This Internet-Draft describes Correlation Id and Heartbeat procedures to support lafistess lietween SCTP [RFC
2960] associations for Signalling User Adaptation Protocols [M3R8UA, TUA] above MTP3 [Q.704] supporting the con-
cept of aRouting Contet. These procedures permit lossleas-éver between Application Seer Processes (ASPs) at a
Signalling Gateray (SG) and &il-over between Signalling Gateay Processes (SGPs) and Signalling @eates (SGs) at an
Application Serer Process (ASP)Lossless dil-over permits thesedil-overs to occur without loss or duplication oAU
User messages.
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1. Introduction

1.1. Scope

This Internet-Draft describes Correlation Id and Heartbeat (CORID) procedures to support lagsbess between
SCTP [RFC 2960] associations for Signalling User Adaptation Protocols AMSUA, TUA] above MTP3 [Q.704] sup-
porting the concept of Routing Contet. These procedures permit lossleai$-dver between Application Seer Processes
(ASPs) at a Signalling Gatmy (SG) and &il-over between Signalling Gateay Processes (SGPs) and Signalling Gaes
(SGs) at an Application Sezw Process (ASP)CORID permits theseafl-overs to occur without loss or duplication oAU
User messages.

UA implementations witlCORID are intended to be compatible witih implementations not supporting this configu-
ration; havever, the full benefits acheed by the CORID procedures will not be realized unless implementations at both
endpoints implemer€ORID.

1.2. Terminology

CORID supplements the terminology used in the ddcuments [M24, M3UA, SUA, TUA] by adding the follaving
terms:

Changbadk - the MTP3 [Q.704] procedure for redirecting signallingficaback to a primary linkset from an alternate
linkset.

Changover — the MTP3 [Q.704] procedure forwditing signalling trafic from a filed primary linkset to an alternate
linkset.

Lossless &il-Over - is mechanism fordil-over between SCTP [RFC 2960] associations (i.e, between ASPs, IPSPs, SGPs or
SGs) that praeides for the elminitation of duplication or loss oAllUser messages between SG and AS.

Messge Duplication— a stuation where multiple copies of aAlJser message aves & a Sgnalling Endpoint.
Messae Loss— a stuation where instances of aAllUser message is lost in transit between Signalling Endpoints.

Messge Ms-sequencing a stuation where B-User messages that are intended tovairiri sequence, awe & a terminat-
ing Signalling Endpoint in an order other than the order in which the messages were transmitted at the originatin
Signalling Endpoint.

Signalling Endpoint (SEP) in this document, &ignalling Enpoints an SS7 SEP [Q.700] or an Application &grv
Signalling Reer Pocess (SPP) refers to an ASFSGP or IPSP

Signalling User Adaptation Layer &) — one or more of the Stream Contralafismission Protocol (SCTP) [RFC 2960]
SS7 Signalling User Adaptation Layers [MRUM3UA, SUA, TUA] supporting theCorrelation Id parameter and
the BEAT message.

Time-contolled Changover — the MTP3 [Q.704] procedure forwditing signalling trafic from a filed primary linkset to
an alternate linkset where sequence number information cannethenged between signalling points or where it
is undesirable to use the normal chavgeprocedures.

1.3. Owerview

The «isting UA [M3UA, SUA, TUA] procedures do not include procedures voic loss or duplication of messages
when a W peer must dil-over between SCTP [RFC 2960] associations betweearsh Application Semr Processes
(ASPs), Signalling Gateay Processes (SGPs), Signalling Gedgs (SGs), and IP Signalling Processes (IPSPs).

CORID provides procedures to eliminate message loss, duplication or mis-sequencing uralkralldeactiation,
recovery and actiation scenarios.CORID provides the follaving capabilities that are not pided for in the gisting UA
specifications:

« Support for elimintating mis-sequencing oAtWUser messages at signalling endpoints (Applicatione3srr SS7 SEPS)
when dverting messages between ASPs, SGPs, SGs, or IPSPs by supBa#fgorocedures analogous to the MTP3
[Q.704] Changeback procedure.

« Support for eliminating duplication of AJUser messages at signalling endpoints (Applicatione3srar SS7 SEPS) or
SS7 endpoints acrossilfover between ASPs, SGPs, SGs, or IPSPs.

« Support for elimination of message loss ofAUser messages between Signalling @ays (SGs) and Application
Seners (ASs) acrosaii-over between ASPs, SGPs, SGs, or IPSPs.
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1.3.1. Configuration

For carrierclass operation, the SS7 Signalling User Adaptation Layers recommend that Signallingy&ated Appli-
cation Serers be configured such that there is no single poirdilofré within the SG/AS architecture or in the intring
network. TheSS7 WAs also recommend that no Application Serbe configured for less thanay2) Application Serer
Processes.

All of the UAs describe anwarride, loadsharing and broadcastficamode. The UA protocols place no restrictions on
the distritution algorithm which is used for disttiting trafic over multiple Signalling ProcessesA\dditional trafic distri-
bution proposals ha keen put fornard for Load Selection [LADSEL] and Load Grouping [LADGRP]

Fal-over between Application Seer Processes (ASPs) and Signalling @ayeProcesses (SGPs) is not detailed in the
UA protocols [M3WA, SUA, TUA], but it is clear that when an SCTP associat@itsfand the ASP transitions to the ASP-
DOWN state from the perspeati d the SGP peethe trafic which the associated ASPaw/ preiously responsible needs to
be diverted to an alternate ASP (if available) in the same Application Senvpool.

1.3.2. Conditionsat Fail-Over

The details of this gérsion of trafic is not specified, hwever, a dchotomy &ists when suchefil-over occurs as a result
of the loss of an SCTP association between these Signalling Peer ProcessesW®leRs)n SPP loses its SCTP associa-
tion with another SPRNd dierts trafic towards another SRFhere aists the possibility that messagesviwesly destined
to the peer SPRXist in several catgories, as follars:

Catggory (1) = Queued in the sending SPP process,
Catgyory (2) — queued for transmissionybnot yet transmitted by the transportypder (SCTP),
Catgory (3) — queued for retransmissiorytinot yet ackmwledged by the peer transport pider (SCTP), and,

Categyory (4) — acknavledged by the peer transport piger (SCTP) and deleted from the sending transpoxtigieds
(SCTP5) retransmission queue.

These caigories are illustrated iRigure 1 Note that to retransmit caferies (2) and (3) (and perhaps gatdes (1))
on another link requires sent data acklealgment or bffer retrieval capability by the underlying transport pider.

As there is no SPP petr-peer acknaledgement, messages in Gaiges (3) and (4), the message might or might not
have een delered to the peer SPRherefore, at the time ofilure of an SCTP association between Signalling Peer
Processes (SPPs), it is not possible for either SPP to determine which of the messaggwigsd@jeand (4) abe (rans-
mitted, lut not yet acknaledged; transmitted and ackmedged) were successfully reeed by the peer beforeaflure.
Without information concerning which messages in thisgoayewere successfully reeed by the peerthe SPP either risks
message loss or message duplication whenettditrafic from the filed association.

Signalling | St ream Control |
Peer Transm ssi on Protocol
Process | (RFC 2960) |

First Transm ssion

17171 17171 17171

R |1 | |1 |

e B B A e N A I R A N R PR eS >
|1 | |1 | |1 |
|1l |1l |1l

\_/ \_/ \_/
_ [ I [ I I
Category (1) | Category (2) | Category (3) | Category (4)
Queued in |  Queued for |  Queued for | Acked and
Signal ling Transm ssi on Acknow edgnent Del et ed

Peer Process | | |

Figure 1L Buffer Categories at SCTP Associatioraifure

B. Bidulock Version 0.0 Page 3



Inter net Draft UA CORID January 10, 2002

1.3.3. Souces of Message Loss and Duplication

If the messages from catry (3) or (4) are retransmitted on an alteragssociation, the SPPwdrting the trafic risks
message duplicationThis is because some messages of thgaatenight possibly ha been successfully reced by the
peer beforedil-over.

If the messages from catary (3) and (4) are discarded beforeeding messages from cagries (1) and (2) and then
new traffic on an alternate asociation, the SPP risks message |ddss is because some of the messages iyoatd3)
and (4) might possibly e notbeen receied by the peer SPP before the associataled.

This is the dychotomy: gardless of the nature of a paliconcerning the disposition of messages at an Spérienc-
ing failure to its peerwithout information concerning messages successfullywettdy the peerthe SPP risks message
loss or duplication.

It should be possible to induce such a system to demonstrate message loss or duplication.

Because SS7 performance requirements [Q.7068] are stringent requirementsaigst duplication of messages than
loss of messages, the only pglis o discard messages in cgtey (3).

To avoid loss of messages to meet SS7 performance requirements [Q.706] in consideration of this diahplemy
mentation cost may be den higher than wuld be the case if a procedure were establisheddoaage information be-
tween the Signalling Processes on either side aledfassociation.

This Internet-Draft preides Correlation Id and Heartbeat proceduresdibofer for the SS7 signalling As which will
remove te possibility of message loss or duplication in thenethat an SCTP associaticailfire while communication be-
tween the Application Seev and Signalling Gatesy is dill possible.

1.3.4. Conditionsat Recovery

Figure 2illustrates anxample (A) configuration of ASPs and SGRs.this ekample, the ASP and SGP are intercon-
nected with a full-mesh arrangement of SCTP Associatiiash ASP is interconnected to each SGP by an association.

When a &ilure of the SCTP assocation occurs, it is, f@meple, between ‘SGP1’ andSP1’ as indicated by the (X) in
theFigure 2 When a receery occurs, it is also the SCTP association between ‘SGP1ASHRIL" that receers.

Signal ling Application
Gat eway (X) Server
I \ / e \
I I / I I
| SGP1 | ... \ / - ASP1 |
I l_ \ | I
Voee e - / \ X / Voee e - /
\ [\ /
I \ \_/ \_/ I \
I I \ / I I
| SGP2 | \ / | ASP2 |
I I \ I I
Veeee - - / X/ Veeee - - /
VARV
/\ I\ SCTP

/X \Associations:
/A A U

Figure 2 Example (A) Configuration of ASPs and SGPs
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The normal procedure for dealing with suctadufe[1] is for SGPn to mark ASPn in the ASP\R® state and to redi-
rect trafic over the remaining ASPs in the Application Sexj2].

When the SCTP association between ASP1 and SGPters@nd ASP1 succesfully adies for the AS using the
ASP Active Rocedures[3], once ASP1 has entered the ASFIXE state for the AS, message mis-sequencing can occur if
traffic is immediately applied on thewly active association.

The LA procedures[3] praide no detail concerning the restarting offtcatio recaovering ASPs in the AS.

1.3.5. Souces of Message Mis-Sequencing

Because the SGPs can bgeriencing diferent loads and other locadtors each SGP may fdif, restoring a trdic
flow to a rewly active SGP without first ensuring that messages argguithrough the old path before theedsion can re-
sult in message mis-sequencinhis is illustrated irfFigure 3

Before switching trdic back to SGP1 from SGPx, SGPx is queueindi¢rifom ASP1 to the SS7 netrk. If the traf-
fic flow from ASP1 is switched rapidly to SGP1, a race conditkistebetween messages in SGRxieue and messages in
SGP15 queue. Arapid switch can result in mis-sequencing.

As SGPx and SGP1 do not necessarilyehta belong to the same SG, close queue synchornization between SGPx and
SGP1 cannot bexpected.

CORID provides both a time-controlled and a Heartbeat procedure for restorationfiof tradvoid mis-sequencing
during restoration.

1.4. FunctionalAreas

The CORID procedures tovmid message loss, duplication and mis-sequencing under these types of scenarios require:
a protocol parameters that pide a clear identification of the independentfitaffows irnvolved. Thenprocedures are re-
quired to control thedil-over and restoration of the identified tfafflows to aoid message loss.

The SS7 MTP3 [Q.704] pwide an &cellent kample of the types of procedures that can be applied to the problem of
switching trafic flows across redundant processes|[4].

/ \ SGPx
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Figure 3 Restoration of a rhffic Flow
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1.4.1. lIdentificationof Traffic Flows

Traffic flows between Seer Processes in theAld are managed on the basis of the Applicatione®aos/which the traf-
fic flows correspondTraffic flows from SG to AS are identified by the Routingyikar Routing Cont&t to which the corre-
spond[5].

An Application Serer Process can be agiand handling trdfc for ary number or combination of tréx flows. That
is, the ASP can be aedly handling trafic for ary number of Application Seers.

When an SCTP [RFC 2960] associatiaild, it is necessary to identify both the sequence of the last message succes-
fully received and processed by the Signalling Process, as well as tfie tiaf within which that sequence applies.

Therefore, this document identifies a message in fictfiiw by the Routing Contd, Load Id, Stream Id and the se-
guence number within that floas identified by the Correlation Identifiemhe Correlation Identifier is a combination of
traffic flow identifier and correlation number which is applied to akrtible trafic.

For details on the assignment ofaffic Flow Identifiers and Correlation numbers, see Section 4.1.2 "Correlation".

1.4.1.1. SGFStarting New SGP-to-ASP Taffic

When trafic is orignally started for a trd flow the first dvertable message in the tiiafflow is assigned a correlation
number of one (1) by the sending Signalling Proc&shsequent dertable messages within the routing comtare gven
the Correlation Id number of w2), three (3), and so on.

Because SCTP is a sequenced reliable transport [RFC 2960], it is only necessary to communicate this Correlation
number between SPP peers for the intial message which is sent to thEgmeSignalling Peer Procel88JST be capable
of counting the messages whiclvédeen sent or reced on the SCTP association, and assigning each subsequent message
the net sequential Correlation Id number

1.4.1.2. SPMiverting peer SPP Taffic

Should, for @ample, theassociationdil between the SGP and the A$fie SGP will receer whatever buffers from
catgyories (1), (2), (3) and (4), and immediately restarfitrah sequence, on another &etiASP within the AS.When the
SGP restarts trA on this alternate ASH the messages belong to Gaiey (4) or (3) (i.e, thewere transmitted onub not
acknavledged by the underlying transport, or transmitted and adkadged), it will label the initial message sent with the
Correlation Id of the message at the time thatai$ wriginally sentWhen the SGP sends tmessages fromdoaye(2), (1)
and nevly arriving trafiic, the SGP will not tag the messages with a Correlatiorutdnbtead will label them internally with
the net sequential correlation numbers for thefteaflow.

Thus, the alternate Signalling Peer Process which isviegadiverted trafic will be able to distinguish the problematic
Catgyory (3) and (4) messages from those which ¥olloVhen an tagged message is reesithe Signalling Peer Process is
now aware that the messages werevioesly sent to the primary SPP to which the SCTP associatisriost. When an un-
tagged message ames, the receing Signalling Peer Process iwaie that this and subsequent messages within tHe traf
flow represent prgously unsent trdifc.

(Detailed procedures for the tagging of messages are described in Section 4.1.3 and 4.1.5fsidor, Giections
4.2.2,4.2.3and 4.1.6.)

1.4.1.3. SPHReceving Diverted Traffic

At the Signalling Process reugig the dverted trafic for the Routing Contd, three actions are possible,(eariations
on the three):

(1) Ignorethe Correlation Id and process the messages blind at the risk that message duplication will occur
(2) discardall messages tagged with a Correlation Id at the risk of increased message loss, or

(3) performthe procedures described in Section 4.1.5.2.2 minimizing the message duplication and loss resulting fror
the dversion.

1.4.1.4. SPHRestoring Traffic

Should, for @ample, the association ra@ between the SGP and ASRe ASP will need to rebalance the load across
the available SGPs and the wéy available SGP As dscussed, if the ASP switches fiafimmediately message mis-se-
guencing can occurffwo procedures are pvaded byCORID for restoring trdfc without message mis-sequencing: a Heart-
beat procedure and a timer procedure.

The Heartbeat procedure withholds ficafrom the SGP currently agé for the trafic flow and sends 8EAT message
on the flav. Once theBEAT ACK is receved by the ASRPthe ASP is assured that there is ndfitgfending on the SGP and
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the trafic flow can be switched to the remed SGP The Heartbeat procedure is applicable to vegobetween SGPs in
the same SG.

The Timer procedure witholds trfid from the SGP currently agé for the trafic flow and waits until a timer pires.
Once the timerxpires, the ASP is resonably assured that there is Hix fpehding on the SGP and the fiaflow can be
switched to the reaered SGP The Timer procedure is applicable to reeny between SGPs in diéfrent SGs.

Restoration of trdic is described in detail in Sections 4.2.3 and 4.1.6.

1.5. SampleConfigurations

A typical Example (B) configuration multiple Signalling Gadgs is illustrated inFigure 4. In this configuration a
number of Application Seer Processes (ASPs) serving a number of ApplicationeBe(ASs) are connected todVg-
nalling Gatevays (SGs). The SGs appear as mated SS7 Signallirapdfer Points (STPs) [Q.705] to the SS7 Nekw
Traffic originating at Signalling Endpoints (SEP) in the SS7 pdtvand directed toard SEP in the IP netwk (i.e., Appli-
cation Serers) is loadsharedver the STPs by the Signalling Link Selection (SLS) [Q.7Cd{ig associated with each mes-
sage. Taffic originating at the SEP in the IP neiik (i.e, AS) is loadshared/er the SGs in the samadghion.

2. Corventions

The keywords MUST, MUST NOT, REQUIRED, SHALL , SHALL NOT, SHOULD, SHOULD NOT, RECOM-
MENDED, NOT RECOMMENDED , MAY, and OPTIONAL , when thg appear in this document, are to be interpreted as
described in [RFC 2119].

3. Protocol Elements The following protcol element definitions are pided byCORID in extension to thexsting pro-
tocol element definitions for theAs [M3UA, SUA, TUA].

3.1. Farameters

The following subsections describe the parameters use@@dRID, their format and the message in whichytlaee
used.

SSs7 I P
Net wor k | Net wor k
| [ | 1 [/ \
| | [ | ___| AsPL | | |
B/ D-Li nks | | |  SGP1 | | | |
| sTPsaL|__ | [ | |
I [ | [ o | | __| [ | AsSl |
/| | SsG2 |__ o | | __| ASP2 | |
\ I [ [ | o || [ [ |
Vo [ [ [ [
\ /G | o | | __| | \_
X Links| | o | | __| ASP3 | -
!\ ] o | | | | / \
oy [ | [ | |
/ Vo | | o | | _| [ |
\ [ | S&3 |__ o | | __| ASP4 | | |
\| STPS&|__ | o | | | | | AS2
| [ | | [l | |
| | seP4 | || [ |
| [ [ | [ | AsSPs | | [
| | SCTP | | \ /

| Associ ati ons

I
Figure 4 Example (B) Sample Multiple-SG Configuration
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3.1.1. Cormrlation Id

The Correlation Idparameter is used in tH&SPAC, ASPAC ACK, and UA-User data message#.is used to identify
data messages sent to a peer. SPP

TheCorrelation Idparameter is formatted as folle:

0 1 2 3
01234567890123456789012345678901
I T T i S S T A S S S S

| Tag = 0x0019 | Length |
Fo o . o o oo oo oo Fo o . o o oo oo oo +
[ Correlation |d #1 |
Fo o e o oo oo ool ool ool +
[ Correlation |d #2 |
Fo o e o oo oo ool ool ool +
\ . \
/ . /
\ . \
/ /
Fo o e e ool ool i ool +

[ Correlation |d #n |
dm e e A e e e e e A A e A e e A e e e e e e e e e e e e - -+

TheCorrelation Idparameter contains one or more of the feifg field:
Correlation Id field: 8-bytes

TheCorrelation Idfield is formatted as follws:

0 1 2 3

01234567890123456789012345678901
B e s s T i S i S S S R
| Correl ati on Nunber |

| Traffic Flow I d |
B e s s T i S i S S S R

Correlation Number field: 32-bits (unsigned integer)

The Correlation Numbefield identifies a particular message within aftcaffow. When theCorrelation Id parameter

is included in thASPAC (ACK) message, this field identifies the last sent message for the indicdieditnaf When

the Correlation Id parameter is included aAJdJser data message, this field identifies the correlation number of the
message in which it is contained.

Tr affic Flow Id field: 32-bits (unsigned integer)

The Traffic Flow Id field identifies a particular indepdently sequenceditrdibw to which the Correlation Number
field value applies.For details onTraffic Flow Id assignment, see Section 4.1.2This field is formatted as folus:

0 1 2 3

01234567890123456789012345678901
B e s s o i S I eh Tk s i I S e
| Load Id | Stream | d |
B e s s o i S I eh Tk s i I S e

Load Id field: 16-bits (unsigned integer)

The Load Idfield identifies a load range associated with an SFRen used for tagging messages or inABEAC
(ACK) message for an Load Selection ADSEL], Loadshare AS or Load Group [XDGRP], theLoad Idfield
must identify an SPP (and Load Selector) within an ApplicationegeFor an Owerride or Broadcast AS, the Load
Id is not required an8HOULD be coded zero (0)For details on the assignmentlofad Ids see Section 4.1.2.2.

Stream Id field: 16-bits (unsigned integer)

The Stream Idfield contains the SCTP Stream Identifier [RFC 2960] on which the message or referenced messag
was €nt.

When theCorrelation Idparameter is included in tHe&SPAC, ASPAC ACK, and UA-User data messages, only one Routing
Context representing a single Application SerftMUST be associated (specified or implied) with the message.

B. Bidulock Version 0.0 Page 8



Inter net Draft UA CORID January 10, 2002

3.2. Messages

3.2.1. ASPActive (ASPAC)
CORID supplements thASPAC mesage by permitting the folling optional parameters to be included in the mes-
sage:
Extension Rarameters
Correlation Id Mandatory

The format of the resultingSPAC message is as folls:

0 1 2 3
01234567890123456789012345678901
i S S T S S i e S

| Tag = 0x000b | Length = 8 |
Fooo - e - e e - oo oo oo o Fooo - e - e e oo oo oo o +
| Traffic Mdde Type |
oo oo +
| Tag = 0x0006 | Length = 8 |
Fooo - e - e e - oo oo oo o Fooo - e - e e oo oo oo o +
| Rout i ng Cont ext |
oo oo +
| Tag = 0x0019 | Lengt h |
Fooo - e - e e - oo oo oo o Foom - e - e e oo oo oo o +
\ \
/ Correlation Id /
\ \
oo oo +
| Tag = 0x0004 | Lengt h |
Fooo - e - e e - oo oo oo o Foom - e - e e oo oo oo o +
\ \
/ Info String /
\ \
T S i o S i S i s M SN S S

No other changes to tH&SPAC message format are pided by this gtension.

The Correlation Id parameter is used by the ASP in W®PAC message to indicate the correlation identifier for the first
UA-User message to be transmitted in eaclicribw from the Application Serr being actiated to the Signalling Gate-
way. The Application Serers for which theCorrelation Idapply is either indicated in ti&SPAC message by pwiding the
associatedRouting Contets, or, if there is ndRouting Contet parameter in the message, the associated ApplicatiorrServ
are implied by the SGP and ASP configuration data.

When theCorrelation Id parameter is present in tRe&SPAC message, the messa§elOULD only contain oneRouting
Context in the Routing Contet parameter When theCorrelation Id parameter is not presenytlrequired by the SGEhe
value of the correlation id is assumed to be zero (0).

The ASPAC messag®lAY contain additionalx@ension parameters prided for by other@ensions.

3.2.2. ASPActive Acknowledgement (ASRAC ACK)

CORID supplements thASPAC ACK mesage by permitting the folling optional parameters to be included in the
message:
Extension Parameters
Correlation Id Mandatory

The format of the resultingSPAC ACK message is as folles:
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0 1 2 3
01234567890123456789012345678901
s i S S S

| Tag = 0x000b | Length = 8 |

Fooo - e - e e oo oo oo Foom - e - e e oo oo oo +
| Traffic Mdde Type |

oo oo +
| Tag = 0x0006 | Length = 8 |

Fooo - e - e e oo oo oo Foom - e - e e oo oo oo +
| Rout i ng Cont ext |

oo oo +
| Tag = 0x0019 | Lengt h |

Fooo - e - e e oo oo oo Fooo - e - e e oo oo oo +
\ \

/ Correlation Id /

\ \

oo oo +
| Tag = 0x0004 | Lengt h |

Fooo - e - e e oo oo oo Fooo - e - e e oo oo oo +
\

/ Info String

\
/
\ \
s i S S S T T

No other changes to ti&SPAC ACK message format are pided by this gtension.

The Correlation Idparameter is used by the SGP in A&&PAC ACK message to indicate the correlation identifier for the
first UA-User message to be transmitted from the Signallingv@sito the Application Serer being actiated for each traf-

fic flow. The Application Serrs for which theCorrelation Id apply is either indicated in th&SPAC ACK message by
providing the associatedouting Contets, or, if there is ndRouting Contet parameter in the message, the associated Appli-
cation Serers are implied by the SGP and ASP configuration data.

When theCorrelation Idparameter is present in tA&PAC ACK message, the messageOULD only contain ondrout-
ing Contat in the Routing Contet parameter When theCorrelation Id parameter is not presenytlrequired by the ASP
the walue of the correlation id is assumed to be zero (0).

The ASPAC ACK messag®AY contain additionalxension parameters prided for by othergensions.
4. Procedures
4.1. Traffic Handling

4.1.1. Classification

Divertable messages areyadA-User messages destined for an Application &erivertable messages areAtlUser
data and some management (non-ASP management) messagesetat éxglicit or implied Routing Contd and hae
strict requirements pventing loss, duplication or mis-sequencingNMM messages do not quality avaltable because
they can apply to more than on Application ServUA-User messages that qualify avatiiable messages are listed in
Table 1 Although some messages in some message classes might be consideredvastalolie;dill messages in the mes-
sage classes listed Table 1SHALL be treated as dirtable.
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Table 1.Divertable Messages byAJ

UA Class Msg Description
M3UA | Transfer ATA
Connection-| CLDT | Marked
less CLDR | Return on Error
Connection-| CORE
SUA Oriented C@K
COoDT
RESRE
RESCO
RELRE
Dialogue TUNI w/o components
Handling TQR or
TCNV marked
TRSP Returron Error
TUAB
TPAB
TUA TNOT
Component CINV Operation
Handling CRES | Class1,2o0r3
CERR
CREJ
CCAN

4.1.2. Correlation

Each independent tifaf flow for a given Application Serer as identified by a Routing CortéUST be correlated us-
ing a Correlation Id.The Correlation Id consists of a correlation number and fictfldw identifier The correlation num-

ber is used to number each message within trea giaffic flow.

4.1.2.1. Assignmenof Correlation Ids

To accomodate all combinations of tiafmodes at AS and SGvéitable messages are correlated by independent traf-
fic flow. That is, each sentwdrtable message is labelled with a ficaflow identifier and a correlation number for the AS
that is incremented for each message sent for tHectflafv. In the samedshion, each receid divertable message is la-
belled with the identity of the trix flow on which it was receied and a correlation number for the AS that is incremented

for each message reeed on that trafic flow.

An SPP maintains tavcorrelation counters for each tfiafflow for each AS: for each tiiéd flow, one counter tracks the
correlation number of messages sent to the AS and the other tracks the correlation number of mesgedjéonedbe
AS. Beforetraffic is started for an AS on a tfiafflow, these counters are set to zero (Ohe first dvertable message for
the AS on the flwe MUST then be assigned a coorrelation number of one (1); and subseyeeabtt messages, the corre-

lation number of tw (2), three (3), and so forth.

Wheneer traffic is started for the AS (using the ASP AetiRocedures), the correlation count&idALL be synchro-
nized by &changing correlation numbers and fiaflow identifiers in theCorr elation Id parameter in thASPAC andAS-
PAC ACK messages. df new traffic, the correlation numbeviUST zero (0); for restarting tra€, it is SHOULD be the
correlation number of the last message transferf@de Section 4.2.3.)

4.1.2.2. Assignmenbf Traffic Flow Ids

Traffic flow identifiersSHALL consist of tvoa components:

(i) A Load Idcomponent that identifies a switchableficaoad pattern within an Application Senv This component

SHALL be assigned by the peer SPP

(i) A Stream Idcomponent that identifies the SCTP stream upon which a message is senved.réddscomponent
SHALL be assigned by the sending SPP BST correspond to the SCTP Stream upon which the messagie w

sent.
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Load IdsSHALL assigned by an SPP aMlUST be communicated to the peer SPP inASPAC or ASPAC ACK
message. & trafic distributions that do not loadshare (i.e,ébiide and Broadcast), the loadWladentifier is not required
andMAY be set to zero (0)Fallowing are rules for the assignment of load identifiers at an SPP:

(i) If an SPP belongs to agdar Owrride or Broadcast AS, no Load Id need be assigned or included by the SPP in the
Correlation Idparameter

(i) If an SPP belongs to agwar Loadshare AS, a Load Id is assigned and included i@dhelation Id parameter
The Load Id assignedUST unambiguously identify the SPP within the AS.

(i) If an SPP belongs to a Load Selector AILBEL], a Load Id is assigned and included in @werelation Idparame-
ter reggardless of the faffic Mode Type of the AS.The Load Id assignefUST unambiguously identify the SPP
and the Load Selector within the AS.

(iv) If an SPP belongs to a Load Group AGRP], a Load Id is assigned and included in @wrelation Id for a
Loadshare AS or Load Groupg\n assigned Load IMUST unambiguously identify the SPP and the Load Selector
within the AS. For a ron-loadshare AS and Load Group, no Load Id need be assigned or include@anrétation
Id parameter

4.1.3. Tagging

Each sent or recesd message for an AS is labelled when it is first sent orvedeiThemessage is labelled with the
traffic flow id associated with the SPP to or from which the messaggesent or recedd, and the correlation number as-
signed within the trditc flow (see Section 4.1.2.1).

Tagged messages contailCarrelation Idparameter: an untagged message is tagged by ad@ogedation Idparam-
eter to the messag&Vhen a message is taggedSHALL be tagged with the samalues of the trditc flow id (if required)
and correlation number with which itaw originally labelled.

Although each message is labelled with &fitdfow id and correlation numbethe message is not necessarily tagged
with theCorrelation Idparameter when the message is séfegssages for an AS that are sent for the first MST NOT
be tagged.Messages retransmittdtlUST be tagged.

4.1.4. Buffering

4.1.4.1. SPRvitholding unsent messages

CORID procedures require that an SPP at times withhold AS8ctrafo perform this, the SPP allocates aaigion
buffer and places in theuffer all subsequent messages thatild otherwise be sent to the SPP for the AS into tifferb

4.1.4.2. Localkopies of sent messages

To reduce loss of messages, an SSMOULD buffer messages until it can be assured that the peer SPP haedrecei
and processed the messafféghen a message is sent to an SPP suppd@®gID a local coly of the messagMUST be
kept until it is discarded in accordance wit€®RID procedure.[6]

(i)  Alocal coy SHOULD NOT be discarded when it is ackmedged by the peer SCTP

(i) alocal copy SHOULD NOT be discarded until the sending SPP is confident that the peer SPP hasl @eckpro-
cessed the message.

(i) To ensure that stale messages do not pratgatihirough the system, an SBIROULD NOT keep local copies of sent
messages for longer than a maximum lifetime T(lifetim&)y local coppies of sent messages that are older (mea-
sured from the moment at which yheere sent to the peer SPP) than T(lifetif@e)OULD be discarded.

4.1.5. Messagélandling
4.1.5.1. UntaggedMessages

4.1.5.1.1. SPRending untagged messages

An SPP sends untagged messages to a peer SPPverltberemessage is being sent for an Application &efor the
first time. All divertable messages whichugakeen transmitted for the first tildUST NOT be sent tagged.

Local copies of untagged messagesiting acknavledgement or xpiry are labelled with the Routing Cortdor the
Application Serer to which thg were sent, the trA€ flow id of the SPP to which tlyewere sent, and the correlation num-
ber of the messageThe correlation number with which a message is lab@fl&iET be the net sequential correlation
number for the AS and tifaf flow. These labels can be used later to tag a message that &lrfarklversion.
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4.1.5.1.2. SPReceiving untagged messages

When an SPP reaas an untagged message, it associated with the messagextheegeential correlation number for
the Routing Contd and trafic flow id for which the messageas receied. Untaggednessages are reeed in order and
MAY be processed when reead. TheSPPSHOULD keep track of the Correlation Ids thatveakeen processed for the
AS.

4.1.5.2. Bgged Messages

4.1.5.2.1. SPRending tagged messages

An SPP sends tagged fiafwheneer it sends trdfic that is markd for dversion. Thatis, whenger an SPP sends di-
vertable messages to an SPP other than the original SPP for which those messages were labelletUBd $RPthe
message with th€orrelation Idparameter that contains the labelledficafow id (if required) and correlation number

In addition, when a ASP becomes &etior a Broadcast AS, an SGRUST tag the first message in eachficaflow to-
wards the ASP to alle the ASP to synchronize its entry into the Broadcast AS.

4.1.5.2.2. SPReceiing tagged messages

The handling of tagged messages is the mechanism thvadgsdor the reduction of message loss, duplication and mis-
sequencing. AISPP receing divertable messages containingCarrelation Id parameteiSHALL perform the folleving
actions:

(i)  The SPP determines (by implementation-dependent means [7]) whether the message has already been processec
the AS.

(i) If the message has not already been processed for the AS, it is processed as normal.
(i) If the message has already been processed for the AS, it is discarded.

(iv) If, as a result of somaifure, the SPP cannot determine witly aartainly whether the tagged message has been pro-
cessed fothe AS, or not, the SPRUST discard the message|[8].

4.1.6. Dversion
4.1.6.1. SPRliverting traffic fr om a failed, deactvated or overridden peer SPP

4.1.6.1.1. Altenate SPP in same AS or SG, or No Alteate SPP

When an SPP dérts AS trafic avay from a filed, deactiated or werridden peer SPP to an alternate peer SPP in the
same AS or SG, the SEHMALL perform the folloving actions:

()  TheSPP tags (see Section 4.1.3) each untagged message thaeid foadversion.

(i)  If an alternate SPP ivallable (actve for the AS), the SPP sends the messageseanddk divertion to the alternate
SPP

(i) If no alternate SPPxists (the AS is AS-PENDING), the SPRfters the markd messages in auffer used for
buffering messages while the AS is in the AS-PENDING state.

(iv) TheSPP then dierts AS trafic, beginning with trafic withheld for the AS, to the alternate SPP or AS-PENDING
buffer.

This procedure corresponds to the Sequenced Chaargeocedure used by the SS7 MTP [Q.704].

4.1.6.1.2. Altenate SPP in diffeent AS or SG

When an SPP dérts AS trafic avay from a filed or deactiated peer SPP to an alternate peer SPP irfexetit AS or
SG, the SPBHALL perform the follaving actions:

()  TheSPP starts timer T(dért) and continuesudfering AS trafic until the timer &pires.

(i)  When T(divert) expires, and thediled or deactiated SPP has not reemed, the SPP continues with the faliog
actions:

(i) The SPP discards all tagged messages and messagesirfarkiversion.
(iv) TheSPP starts AS tri€, beginning with the contents of thewdrsion huffer, to the alternate SPP
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This procedure corresponds to thm@&-Controlled Change®er procedure used by the SS7 MTP [Q.704].

4.1.6.2. SPRliverting traffic fr om an actve peer SPP
When an SPP wishes tovdit AS trafic avay from an actie peer SPPthe SPRPSHALL perform the folleving actions:
()  TheSPP witholds anduffers AS trafic for the SPP from which the tfafis being dierted.

(i) The SPP sends BEAT message with a unique identifier[9] in tReartbeat Dataparameter on the same SCTP
stream(s) on which the tfaf being withheld for diersion was preiously sent.

(i) The SPP starts a timer T(restore).

(iv) If the SPP recegs the BEAT ACK message(s) that contain the unique identifier(s) itHteatbeat Datgparameter
before timer T(restore)xpires, the SPP dérts the tréfic, beginning with the withheld tréit, to the taget SPP and
cancels the T(restore) timer

(v) If the timer T(restore)xpires, the dierting SPP dierts trafic, beginning with the withheld tréit, to the taget SPP

(vi) If an SPP receés aBEAT ACK message containing a unique identifier for which the timer T(restore) has already
expired, the SPP ignores the message.

The purpose of thiBEAT procedure is tovaid mis-sequencing by ensuring that all messages sent for the AS to the old
SPP arnres before messages are sent to the B8P This avoids races between (and possible mis-sequencing of) messages
sent on the old SPP and messages sent onwhgRe

This procedure corresponds to the Changeback procedure used by the SS7 MTP [Q.704].
4.2. ASPManagement Pocedures
4.2.1. ASPDown Procedures

4.2.1.1. SPRletecting loss of SCTP association

When an SPP recais an SCTP COMMUNICATION LOST or RESART indication and there are Application Seny
active for the association, the SBPALL perform the follaving actions with rgard to actve AS traffic for the association:

(i)  TheSPP witholds AS tréit for the peer SPP in awdrsion huffer.
(i)  The SPP marks for dersion all local copies of AS messages already sent to the peer SPP
(i) The SPP therSHALL perform the actions described in Section 4.1.7.1.

4.2.1.2. ASPsending ASPDN

An ASPMUST NOT send arASPDN message until it has completed the ASP InadBocedures with the intended
SGP for gery AS.

4.2.1.3. SGPRor IPSP receving ASPDN

An SGP or IPSRupon rrecering anASPDN message from an ASPEAIVE ASR MUST perform the ASP Inacté
Procedures with gerd to CORID (see Section 4.2.2.2) fovexry AS for which the ASP is ASP@TIVE and then complete
the ASPDN procedures.

4.2.1.4. ASReceving ASPDN ACK

An SGP or IPSRupon recaiing an unsolicitedSPDN ACK message from an aeti SGP MUST perform the ASP In-
active Rocedures with gard to CORID (see Section 4.2.2.3) fowvery AS for which the ASP is ASP@TIVE and then
complete thASPDN ACK procedures.

4.2.2. ASPinactive Procedures

4.2.2.1. ASPsending ASPIA

When an ASP wishes to deaete an Application Seer with an SGRthe ASPSHALL perform the follaving actions
for traffic pertaining to the AS:

()  TheASP withholds sending AS trfaf to the SGP or IPSP

(i) The ASP stops processing AS fiiafrecevied from the SGP or IPSFAny messages reaaid for the Application
Sener after the last processed mesddgey be discarded.
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(i) The ASP starts a T(sert) timer.
(iv) TheASPSHALL perform the applicable AJASP Inactie Rocedures[10].

4.2.2.2. SGRecewving ASPIA or sending ASPIA ACK

An SGP receiing anASPIA message for an AS, or wishing to send an unsoli@@®BIA ACK to deactrate an AS,
SHALL perform the folleving actions for the tr&t pertaining to each AS for which deagetion is performed:

(i)  TheSGP withholds sending AS tfafto the ASP

(i)  The SGP stops processing AS frafreceved from the ASP Any messages reagd for the AS at the SGP after re-
ceving theASPIA messag®dUST be discarded.

(i) The SGP marks for dirsion all local copies of AS messages sent to the ASP
(iv) TheSGP therSHALL perform the actions described in Section 4.1.7.1.
(v) TheASPSHALL perform the applicable AJASP Inactie Rocedures[10].

4.2.2.3. ASReceving ASPIA ACK

Upon receiing anASPIA ACK message the ASBHALL perform the folleving actions for the tréit pertaining to
the AS identified by th&kouting Contet in the recaied ASPIA ACK message or implied by the SCTP association on
which theASPIA ACK message s recaied:

(i)  TheT(divert) timer is cancelled (if running).

(i)  The ASP marks for diersion aty local copies of AS messages sent to the. SGP
(i) The ASP thenSHALL perform the actions described in Section 4.1.7.1.

(iv) TheASPSHALL perform the applicable AJASP Inactie Rocedures[10].

4.2.2.4. T(dvert) timer expiry

If the T(divert) timer epires before receing anASPIA ACK for the AS, the ASFSHALL perform the actions de-
scribed in Section 4.2.2.3.

4.2.3. ASPActive Procedures

4.2.3.1. ASPsending ASIAC

When an ASP wishes to adie an Application Seer for an SGRthe ASPSHALL perform the follaving actions for
traffic pertaining to the AS:

(i)  TheASP determines the correlation id of the last message sent to this SGP for the AS forfeaftbviraf
(i)  If the ASP has not sent a message to the SGP for tfie fiaf, the correlation id zero (0) is used.

(i) If the ASP has sent messages to the SGP for tlfie ftafy, but cannot determine the correlation id of the last mes-
sage sent due to localilure, the correlation id zero (0) is used.

(iv) TheASP includes the correlation id(s) determinedvabin the Correlation Id parameter in thASPAC message
used to actie the AS. (See Section 3.1.1.)

(v) TheASPSHALL perform the applicable AASP Active Rocedures[11].

4.2.3.2. SGReceving ASPAC

When an SGP recsis an ASPAC message for an Application Servthe SGPSHALL perform the folleving actions
with regard to trafic for the AS:

(i)  The SGP sets the correlation id of thexneeceved message from the ASP for each fiaflow to the \alue, con-
tained in theCorrelation Idparameter in thASPAC ACK message, plus one (1).

(i)  The SGP determines the correlation id of the last message sent to this SGP for Badlowaf
(i) If the SGP has not sent a message to the ASP fofie tiaf, the correlation id zero (0) is used.

(iv) If the SGP has sent messages to the ASP forfig ftafv, but cannot determine the correlation id of the last message
sent due to locakilure, the correlation id zero (0) is used.

(v) TheSGP includes the correlation id(s) determinedvakio the Correlation Id parameter in th&SPAC ACK mes-
sage used to ackwiedge actiation of the AS.(See Section 3.1.1.)
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(vi) TheASPSHALL perform the applicable AASP Actve Rocedures[11], including the sendingABPIA ACK.
(vii) The ASP thenSHALL perform the actions described in Section 4.1.7.2.

4.2.3.3. ASReceving ASPAC ACK

When an ASP recets an expectedASPAC ACK message for an Application Servthe ASPSHALL perform the fol-
lowing actions with rgard to AS trafic:

(i)  The ASP sets the correlation id of thexheeceved message from the SGP for eachftecafiow to the \alue, con-
tained in theCorrelation Idparameter in thASPAC ACK message, plus one (1).

(i)  The ASPSHALL perform the applicable AASP Actve Rocedures[11].
(i) The ASP thenSHALL perform the actions described in Section 4.1.7.2.

If an ASP receaies an unexpectedASPAC ACK (i.e, one for which no ASRC was sent and the ASP is already in the
ASP-ACTIVE state for the AS), then the ASSHALL ignore the message for the purpose€ORID. The ASPSHALL ,
however, perform the applicable NASP Actve Rocedures[11].

4.3. Interworking Procedures

Because th€ORID procedures praded here rely upon close synchronization of correlation identifiers betweeif SPP
one of the SPP does not support thé&RID procedures, neither SPP is able teetatvantage of the full benefits of the
procedures. Th8PP supportin@ORID MAY fall back to the interwrking procedures puided in this section, or to pro-
cedures based on the original (MGORID) UA procedures.

A peer SPP that does not support@@RID procedures can either be identified by local configuration information, the
ASP Extenstions [ASPEXT] procedure, or at ASP vatidbn time. The lack of support foEORID can be determined at
ASP Actiation time when the peer SPP does not placgoa elation Id parameter (as MUST if both peers support
CORID) in the ASPAC (ACK) message.

When intervorking to an SPP that does not supg@@RID, the SPP supportinGORID SHALL perform all of the
procedures as though the peer SPP supp@@RID with the folloving exceptions:

(i) TheSPPMUST NOT send messages martkfor diversion and tagged to the peer SPP not suppo@DRID. All
such message@dAY be discarded.

(i)  Whendiverting trafic between adiled, deactiated or werriden peer SPP and an alternate peer SPP not supporting
CORID, the actions described in Section 4.1.7.M@ST always be used instead of the procedures in Section
4.1.7.1.1, rcept when there is no alternate SPP

(i) The SPPMUST NOT place aCorrelation Idparameter in th&ASPAC or ASPACK ACK. So, the actions described
in Sections 4.2.3.1(i)\, 4.2.3.2(i)-(v) and 4.2.3.3(i)-(ii) do not apply

5. Examples
5.1. ExampleConfiguration

5.2. Initialization
Figure 5illustrates the initialization sequence that is used for all ofstamples .
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SGP1

(1) :<-
f<--

(2) i<-
f<--

(3) <-
f<--

(4) i<--
f<--

(5)

UA CORID

SGP2 ASP1 ASP2 ASP3 ASP4

--:-Establish Association------ >:
e = ASPUP-- - e :
--1-ASPUP ACK------------------ >:

--:-Establish Association------- Te-->
<1 =ASPUP- - - Do

sl ASPUP- - - s e
<=1 ASPUP ACK---=--=msmmmmemmaas R

--:-Establish Association------- R
-l =ASPUP--- s s e e
<=1 -ASPUP ACK-------======mmmm-- e

(Sanme nessage exchange for SGP2) :

Figure 5. Example — Starting raffic

The sequence oents in the gmaple illustrated ifrigure 5is as follavs:
(1) ASP1lestablishes an SCTP association to SG1 and zents

@)
©)
(4)

5.3. Starting Tr affic

Figure 6illustrates
SGP1

(1) <-
f<--

(2) i<
f<--

(3) :<--
f<--

(4) i<--
f<--

SGP2 ASP1 ASP2 ASP3 ASP4

--:-Establish Association------ >:
- = ASPUP-- - e :
--1-ASPUP ACK------------------ >:

--:-Establish Association------- Te-->
<1 =ASPUP- - - Do

o1 ASPUP- - - s me e
<=1 ASPUP ACK---=--nmsmmmmemmaa R

--:-Establish Association------- R
== ASPUP--- s s e e e
<=1 -ASPUP ACK-------======mmmm-- e

(Sanme nessage exchange for SGP2) :

Figure 6. Example — Starting raffic

The sequence oents in the gmaple illustrated ifrigure 6is as follavs:

@)
@)
©)
(4)
®)
(6)
@)
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5.3.1. Initial Startup

5.3.2. bining a Broadcast

5.4. Rail-Over

5.4.1. Assocatiorrailur e — Override
5.4.2. Deactration — Loadshare

5.4.3. ManagemenBlocking — Override
5.5. Recoery

5.5.1. AssociatiorRecovery — Loadshare
5.5.2. AS-Rnding Recoery

5.6. Interworking

5.6.1. ASPdoes not Support CORID

6. Security

January 10, 2002

CORID does not introduce gimew ecurity risks or considerations that are not already inherent in AhEVI3UA,
SUA, TUA] Please see the "Security" sections of M3LSUA and TUA [M3UA, SUA, TUA] for security considerations

and recommendations that are applicable to each of these U

7. IANA Considerations

CORID redefines the format of th@orrelation Id parameter for M3, SUA and TUA. CORID also redifines the

ASPAC andASPAC ACK messages to include tlirrelation Idparameter as a mandatory parameter of those messages.

8. Timers
Folowing are the(RECOMMENDED timer values:

T(divert) 0.5-2seconds
T(restore) 0.5-3econds
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Notes
[1] As described in the A documents.
[2] For illustration purposes onlgl ASPs inFigure 2are members of the one Application Szrwhich is represented

at all of the SGPs.

3] SeeSection 4.3.4.3 of M34, SUA or TUA [M3UA, SUA, TUA.

[4] See,for example, Clause 5 "Changem"”, Clause 6 "Changeback", Clause dréed Rerouting" and Clause 8

"Controlled Rereouting" of the MTP3 specifications [Q.704].

[5] This is true for all User Adaptation layers with theception of M2WA [M2UA]. In M2UA, the Application Serer
and trafic flows are identified by an eqalent of the Routing Conxé: the Interfice Identifier An Application

Sener may also represent multiple Intesé Identifiers.
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[6] IMPLEMENT ATION NOTE:- A simple way to meet the requirements fadping local copies of messages is to
keep a local cop of all messages sent to an SPP suppor@@RID until a fixed huffer allocation is gceeded, or
until the local cop lifetime expires. T(lifetime)and uffer capacity can then be adjusted to ensure that local copies
of messages are not discarded too early resulting in message loss ailiongf

[7] IMPLEMENT ATION NOTE:- Determining which messagesvieadready been processed for the AS may re-
quire some ASP-to-ASP or SGP-to-SGP synchronization that is outside the scope Afdbeubthents [M3W,
SUA, TUA] and also outside the scope of this document.

If the receved traffic flow id matches that of the SPP on which the messaagerecaied, this might be a simple
matter of comparing the correlation number of the message to the correlation number of the last message proces:
for the Application Serer.

[8] IMPLEMENT ATION NOTE:- The reason for discarding tagged messages at thearefmai which it cannot be
determined with ancertainty whether the messagaswprocessed for the AS or not is because, for SS7, message
loss is preferrable to message duplication [Q.706].

[9] IMPLEMENT ATION NOTE:- Although the unique identifier placed in theartbeat Datais implementation
dependent, a useful identifieowld be the tuple formed by the Routing Cantéorrelation Id corresponding to
the last message sent to the SPP from whicfictiafto be drerted.

[10] For the "ASP Inactie Focedures”, see Section 4.3.4.4 of M3BUA, and TLA. [M3UA, SUA, TUA]
[11] For the "ASP Actie Rocedures”, see Section 4.3.4.3 of M3IBUA, and TLA. [M3UA, SUA, TUA]
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